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• Section 2. Right to be secure in their persons, houses, papers, 
and effects against unreasonable searches 

• Section 3. Privacy of communication and correspondence

• Section 5. Free exercise and enjoyment of religious profession and 
worship

• Section 6. Liberty of abode and the right to travel

• Section 8. Right to information, and access to official records
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Ponemon Institute LLC, 2015 Cost of Data 
Breach Study: Global Analysis, May 2015, p. 10.



https://dtr-retail.thalesesecurity.com/

https://www.enterpriseinnovation.net/article/88-percent-
retailers-are-vulnerable-data-breach-2017-2020746388



https://www.bakerlaw.com/files/uploads/Documents/Privacy/2016-Data-Security-Incident-
Response-Report.pdf



Employees accessing or 
disclosing personal 

information 

of 
their employment

http://www.ctvnews.ca/business/retailers-tracking-customer-return-data-
prompts-concerns-over-transparency-1.1406337



https://www.pcworld.com/article/2856212/bebe-stores-says-credit-card-data-hacked.html
http://www.reuters.com/article/us-bebe-stores-data/bebe-stores-confirms-payment-card-security-

breach-idUSKCN0JJ16B20141205

http://blog.credit.com/2014/02/target-data-breach-cost-banks-240-million-76636/

https://nakedsecurity.sophos.com/2014/09/19/home-depot-breach-totals-56-million-credit-
cards-exposed-62-million-in-losses/



https://www.pcworld.com/article/2856212/bebe-stores-says-credit-card-data-hacked.html
http://www.reuters.com/article/us-bebe-stores-data/bebe-stores-confirms-payment-card-security-

breach-idUSKCN0JJ16B20141205

https://iapp.org/news/a/pdpc-fines-ion-orchard-15000-following-failure-to-protect-admin-
credentials/

http://www.channelnewsasia.com/news/business/ion-orchard-fined-s-15-000-over-customer-
data-breach-9010072

https://www.pdpc.gov.sg/docs/default-source/enforcement-data-protection-cases/grounds-of-
decision---orchard-turn-dev---060717.pdf?sfvrsn=4



• Customer database 
breaches 

• Company’s lack of 
adequate policies to 
protect customer 
information 

• Payment card security 
breaches 

• Customer profiling leading 
to transparency concerns 



• Loss of trust
• Loss of self-determination

• Loss of autonomy
• Loss of liberty
• Exclusion
• Physical harm

• Discrimination
• Stigmatization
• Power imbalance

• Economic loss



*Based on the SWS Survey “FILIPINO 
PUBLIC OPINION ON DATA PRIVACY AND 
ATTITUDES AND BEHAVIOUR TOWARDS 

INTERNET USAGE”June 17-21, 2017 
National Survey



*Based on the SWS Survey “FILIPINO 
PUBLIC OPINION ON DATA PRIVACY 
AND ATTITUDES AND BEHAVIOUR 

TOWARDS INTERNET USAGE”
June 17-21, 2017 National Survey







1998

2000

2003

2004

2009

2012

RA 7610
Special Protection of 

Children against 
Abuse Act

RA 8792
Electronic

Commerce Act

RA 9262
Anti-Violence 

against Women 
and Children Act

RA 8484
Access Devices 
Regulation Act

RA 9208
Anti-Trafficking 

Act

RA 9775
Anti-Child Pornography Act

RA 9995
Anti-Photo and Video Voyeurism

1992

















Data Privacy Free Flow









• PERSONAL INFORMATION CONTROLLERS (PIC) and PERSONAL 
INFORMATION PROCESSORS (PIP) PROCESSING PERSONAL DATA of DATA 

SUBJECTS

Processing of 
Personal Data

Those who process 
Personal Data

Data Subjects

National Privacy 
Commission
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Uphold Rights of Data Subject





Right to be 
Informed

Right to Object

Right to Access



Right to 
Correct/Rectify

Right to 
Block/Remove

Right to Data 
Portability



Right to File a 
Complaint

Right to be 
Indemnified













• A) November 30, 1863

• B) Filipino, male, born on 
November 30, 1863

• C) Philippine Hero, born on 
November 30, 1863

D)













TRANSPARENCY

LEGITIMATE PURPOSE

PROPORTIONALITY





▪

▪

▪



refers to 

, whereby the data subject agrees to the 
collection and processing of personal information about and/or 

relating to him or her. 

. It may also be 
given on behalf of the data subject by an agent specifically 

authorized by the data subject to do so.



CLEAR



Personal 
Information 

(not 
Sensitive)

Contractual or Legal 
Obligation

To protect life, health, vitally 
important interests

Legitimate 
interests

National 
Emergency, 

public order, 
public safety



Sensitive 
Personal 

Information

Law/

Regulation

Provided to 
government 
under legal 

mandate 

Protection 
of rights in 

court

To protect 
life and 
health











































I. GOVERNANCE II. RISK ASSESSMENT III. ORGANIZATION IV. DAY TO DAY V. DATA SECURITY

VI. BREACHES VII. THIRD PARTIES VIII. MANAGE HR IX. CONTINUITY X. PRIVACY ECOSYSTEM
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facebook.com/privacy.gov.ph
twitter.com/privacyph
info@privacy.gov.ph


