
ROADMAP to 
COMPLIANCE

Data Privacy Act of 2012



Exemptions?
IRR, Section 5-b.

Key point to remember: the INFORMATION is exempt, 
but YOU (as information processor) are not.
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Due to negligence, 
provided access

SEC. 26. (b) Accessing sensitive personal 
information due to negligence shall be 
penalized by imprisonment ranging from three 
(3) years to six (6) years and a fine of not less 
than Five hundred thousand pesos 
(Php500,000.00) but not more than Four million 
pesos (Php4,000,000.00) shall be imposed on 
persons who, due to negligence, provided 
access to personal information without being 
authorized under this Act or any existing law.

SEC. 35. Large-Scale. The maximum penalty in 
the scale of penalties respectively provided for 
the preceding offenses shall be imposed when 
the personal information of at least one hundred 
(100) persons is harmed, affected or involved as 
the result of the above mentioned actions.



Who is liable?

 Sec. 22. The head of each government agency 
or instrumentality shall be responsible for 
complying with the security requirements 

 Sec. 34. Extent of Liability. If the offender is a 
corporation, partnership or any juridical 
person, the penalty shall be imposed upon the 
responsible officers, as the case may be, who 
participated in, or by their gross negligence, 
allowed the commission of the crime.



Is non-compliance 
equal to a violation?

Compliance Non-
compliance

Simple 
Negligence

Gross 
Negligence

ViolationComplaint



Complaints

Cybercrime

Consumer 
Protection

Credit Card

Drone

Unauthorized …

Unauthorized 
Access/Breach …

Unauthorized …

Rights of Data 
Subject

Security of 
Personal 

Information

General Inquiry

20%

13%

8%

5%
12%

14%

26%

1%

1%
1%

REPORTS AS OF 30 JUNE 2017

CLASSIFICATION
NO. OF 

COMPLAINTS PERCENTAGE

Unauthorized 
Processing

27 26%

Unauthorized 
Access/Breach 
Reports

12 12%

Unauthorized 
Disclosure

5 5%

Rights of Data 
Subject

13 13%

Security of Personal 
Information

21 20%

General Inquiry 8 8%

Cybercrime 15 14%

Consumer 
Protection

1 1%

Credit Card 1 1%

Drone 1 1%

TOTAL 104 100%

NATURE OF COMPLAINTS RECEIVED BY NPC 
AS OF 30 JUNE 2017



2016 Series 

Circular 16-01 Circular 16-02
Data Sharing

Circular 16-03
Breach Mgmt

Circular 16-04
Rules Procedure

2017 Series 

The Obligations you must pay heed to

Advisory 17-01 
DPO Guidelines

Advisory 17-02 
PDS Guidelines

Advisory 17-03 
PIA Guidelines

Data Privacy Act 
of 2012   

IRRs 
(promulgated 2016)

Circular 17-01
Registration
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Pillar 1: Commit to Comply: 
Appoint a Data Protection Officer (DPO)

Legal Basis: Sec. 21 of the DPA, Section 50 of the IRR, Circular 16-01, and 
Advisory 17-01



Pillar 2: Know Your Risks: 
Conduct a Privacy Impact Assessment (PIA)

Legal Basis: Sec. 20(c) of the DPA, Section 29 of the IRR, 
Advisory 17-03 



PIA Components

• Ownership

• Stakeholder Involvement

• Privacy Risk Map

• Controls/Measures Framework

• Sign-off

• Implementation Plan







Pillar 3: Write Your Plan: 
Create Your Privacy Management Program

Legal Basis: Sec. 11-15 of the DPA, Sections 21-23 and 43-45 
of the IRR, Circulars 16-01 and 16-02 



Pillar 4: Be Accountable: Implement your 
Privacy & Data Protection (PDP) Measures 



Remember: CIA

 SEC. 20 (a) The personal information controller must 
implement reasonable and appropriate organizational, 
physical and technical measures intended for the 
protection of personal information against any accidental 
or unlawful destruction, alteration and disclosure, as well 
as against any other unlawful processing.

 Guard against: Destruction, Alteration, Disclosure
 Objective/Goal: Availability, Integrity, Confidentiality (CIA)

 Measures: Organizational, Physical, Technical



Pillar 5: Be Prepared: Regularly exercise 
your Breach Reporting Procedures

Legal Basis: Sec. 20.f and 30 of the DPA, Sections 38-42 and 57 of the IRR, 
Circular 16-03



Pillar 6: Registration
Legal Basis: Circular 17-01



Registration Deadlines

NOTE on Registration (from Circular 17-01): 

PIC or PIP shall provide the following registration information to the NPC by Sept. 9, 2017: 

name and contact details of the PIC or PIP, head of agency or organization, and DPO.

PIC or PIP shall provide the following registration information to the NPC by March 8, 2018:
A. purpose or mandate of the government agency or private entity;

B. identification of all existing policies relating to data governance, data privacy, and information security, and 
other documents that provide a general description of privacy and security measures for data protection;

C. attestation regarding certifications attained by the PIC or PIP, including its relevant personnel, that are related to 
personal data processing;

D. brief description of data processing system or systems: 

a. name of the system;

b. purpose or purposes of the processing;

c. whether processing is being done as a PIC, PIP, or both;

d. whether the system is outsourced or subcontracted, and if so, the name and contact details of the PIP;

e. description of the category or categories of data subjects, and their personal data or categories thereof;

f. recipients or categories of recipients to whom the personal data might be disclosed; and

g. whether personal data is transferred outside of the Philippines;

E. notification regarding any automated decision-making operation.



Thank you!

For your compliance.


