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Legal Basis
Section 14. Subcontract of Personal Information. A personal 
information controller may subcontract the processing of personal 
information: Provided, That the personal information controller shall 
be responsible for ensuring that proper safeguards are in place to 
ensure the confidentiality of the personal information processed, 
prevent its use for unauthorized purposes, and generally, comply 
with the requirements of this Act and other laws for processing of 
personal information. The personal information processor shall 
comply with all the requirements of this Act and other applicable 
laws.
Implementing Rules and Regulations, RA 10173 
Section 43.  Subcontract of personal data.
Section 44.  Agreements for outsourcing. 
Section 45.  Duty of personal information processor. The personal 
information processor shall comply with the requirements of the 
Act, these Rules, other applicable laws, and other issuances of the 
Commission, in addition to obligations provided in a contract, or 
other legal act with a personal information controller.
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Legal Basis

Section 21 (b) The personal information controller shall 
designate an individual or individuals who are accountable 

PIP considerations:
• Are you servicing a government agency, 

regulated industry, EU company?
• Would having a DPO give you competitive 

advantage?
• During an investigation or inquiry, if there is 

no DPO, the default DPO is the highest-
ranking person in the organization.

• Separate internal DPO from external DPO.





Legal Basis

Section 20 (c)
level of security under this section must take into 
account the nature of the personal information to be 
protected, the risks represented by the processing, the 
size of the organization and complexity of its 
operations, current data privacy best practices and the 

PIP Considerations:
• Before you sign the contract, know your risks.
•

PIA process (better).
• Employees who are aware of the risks will be 

more vigilant.





Legal Basis

Section 12. The processing of personal information shall 
be permitted only if not otherwise prohibited by law, and 
when at least one of the following conditions exists (a-f):

Section 13. The processing of sensitive personal information 
and privileged information shall be prohibited, except in the 
following cases (a-f):

PIP Considerations:
• Transparency 

processing obtained properly by the PIC?
• Legitimate Purpose does the PIC have a 

legal purpose for the processing?
• Proportionality is the PIC collecting data 

processing?



Are there exemptions?

 IRR, Section 5. Special Cases. The Act and these 
Rules shall not apply to the following specified 
information, only to the minimum extent of 
collection, access, use, disclosure or other 
processing necessary to the purpose, function, or 
activity concerned:

 f. Personal information originally collected 
from residents of foreign jurisdictions in 
accordance with the laws of those foreign 
jurisdictions, including any applicable data 
privacy laws, which is being processed in the 
Philippines.  The burden of proving the law of 
the foreign jurisdiction falls on the person or 
body seeking exemption.  In the absence of 
proof, the applicable law shall be presumed to 
be the Act and these Rules



 Consider an example where medical data is 
collected from a patient in a foreign country, 
then the data is sent to the Philippines to be 
converted to digital format.

 Is consent required for digitizing the 
information? NO

 HOWEVER,
 if the data is improperly disclosed
 if the data accuracy is altered
 if the data availability is impacted

 YOUR company can become the subject of a 
data privacy complaint.
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Legal Basis

Sections 16-18. (Rights of the data subject)
Section 20. (Security obligations)

PIP Considerations:
• Contract should specify service level agreements for 

handling requests for access, correction, rectification, 
removal, etc.

• Contract should specify data protection measures 
(organization, physical, technical) to protect against 
natural dangers such as accidental loss or destruction, 
and human dangers such as unlawful access, fraudulent 
misuse, unlawful destruction, alteration and 
contamination.

• Conduct regular drills to test security and business 
continuity measures.
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Legal Basis

IRR Section 38 (a) The Commission and affected data 
subjects shall be notified by the PIC within seventy-two (72) 
hours upon knowledge of, or when there is reasonable 
belief by the PIC or PIP that, a personal data breach 
requiring notification has occurred.

PIP Considerations:
• Contract should specify service level agreements and 

protocols for breach management.
• Employees should know what constitutes a breach, and 

be vigilant in reporting at the earliest sign of a possible 
breach.

• Breach team should be formed, educated on what steps 
to perform, and conduct regular drills to ensure reporting 
obligations can be met.



LAST: Registration

NOTE on Registration (from Circular 17-01): 

PIC or PIP shall provide the following registration 

information to the NPC by Sept. 9, 2017: 

name and contact details of the PIC or PIP, head of agency or 

organization, and DPO



LAST: Registration
PIC or PIP shall provide the following registration information to the 

NPC by March 8, 2018:
A. purpose or mandate of the government agency or private entity;

B. identification of all existing policies relating to data governance, data privacy, and 
information security, and other documents that provide a general description of 
privacy and security measures for data protection;

C. attestation regarding certifications attained by the PIC or PIP, including its relevant 
personnel, that are related to personal data processing;

D. brief description of data processing system or systems: 

a. name of the system;

b. purpose or purposes of the processing;

c. whether processing is being done as a PIC, PIP, or both;

d. whether the system is outsourced or subcontracted, and if so, the name and 
contact details of the PIP;

e. description of the category or categories of data subjects, and their personal 
data or categories thereof;

f. recipients or categories of recipients to whom the personal data might be 
disclosed; and

g. whether personal data is transferred outside of the Philippines;

E. notification regarding any automated decision-making operation.



TITLE

Body text



Body text

Personal data may only be transferred to third countries where the 
EU has considered the laws to provide adequate protection or 
where protected by binding corporate rules, approved model 
clauses, binding agreements combined with an approved code of 
conduct or approved certification.




