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Legal Basis

m—  Section 14. Subcontract of Personal Informatlon onal
R.A. 10173

information controller may subcontract the proge personal
iInformation: Provided, That the personal inf § tlon C Iler shall

AT

be responsible for ensuring that proper |n place to
ensure the confidentiality of the person n processed,
prevent its use for unauthorized oses nerally, comply
with the requirements of this othe s for processing of
personal information. The peksonal &hﬁtlon processor shall
comply with all the re men s Act and other applicable
laws. Q
Implementing Rulestand R@Iatlons RA 10173

Section 43 ont t of personal data.

Sectlon gree@nts for outsourcing.

Sect % Du?o rsonal information processor. The personal

n? |on sor shall comply with the requirements of the
Q thg ules, other applicable laws, and other issuances of the

n, in addition to obligations provided in a contract, or
otherlegal act with a personal information controller.
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O DATA PRIVACY ACT OF 2012

How Can an Organization Comply?

B2 Arrointa Data Protection Officer

Personal information controllers and personal information processors are ( A
required to appoint or designate a data protection officer or compliance ( 4 9
officer. DPOs will be accountable for ensuring compliance with applicable laws 'p,}, | —
and regulations relating to data protection and privacy 22

g Create Privacy
. Conduct a Privacy STEP 3:

Your Privac, Management
Program serves to align
eviyyone in the organization
in (e same direction, Lo
facil.cate comoliance viih Data Privacy
#ct and issuances i the NPC, and to
help your crgamzation in mitigating the
imnact of a data breach.

A privacy Impact Assessment
(PI1A) is a process undertaken
and used by a company or
agency to evaluate and
manage the impact of it’s
program process and/o:
measure on data privacy.

m Implement Privacy and Data Protection Measures

The measures laid'outdn your privacy and data protection policies should not
remain theoretical. They must contingusly be assessed, reviewed, and revised
as nécessary, while training must be regularly conducted.

SYFP 5: Exercise Breach Reporting Procedures

Upoi Lhe discovery of a personal data breach, or reasonable suspicion thereof,

is Important to conduct an initial assessment of the breach, to mitigate it's
impact, and to notify both the affected data subjects and the National Privacy
Commisicn (NPC) within 72 hours of discovery.

m Register your company with the National Privacy ®
Commission (NPC)

Registration with the NPC is up-to-date and contains all necessary compliance Ej

documentation. Registration includes aill automated processing operations that
would have |legal effect on the data subject. Provide annual report which summarize
documented security Incidents and personal data breaches.

DP
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A 4 7
eSecurityPlanet = Network Security > Sabre Breach May Have Exposed Payment Data at 36,000 Hotels V {

Sabre Breach May Have Exposed Paymen@af?at
36,000 Hotels

By Jeff Goldman, Posted May 4, 2017 e
The company recently ide &D( 1authoriz@l ¥
processed through its SynXisentral /?@h on 3*/’5.@/,'7,

OQ CO X X X

The travel technology company re CoPp ha C ledged that its hotel reservation system was recently breached,

according to investiga WE l@'er Brian

ireb
The breach affec? m th ys is used by more than 36,000 hotels worldwide.
In its most a

rter
unau‘%ed accessftojpa nt information contained in a subset of hotel reservations processed through the Sabre
itality Solutions g

Xis Central Reservation system.”

\/ N

&nth the SEC, the company stated, "We are investigating an incident involving
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RULE #1

)

cemmit to Comply:
Appeoeint a Data Protection
Officer (DPO).

Rersonal information controllers and personal information
processorsare reglired to appoint or designate a data protection
officer or compliance officer. DPOs will be accountable for ensuring
campliance with applicable laws and regulations relating to data
protection and privacy.
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Legal Basis >

= Soction 21 (b) The personal information Coge er shall
R.A.10173
designate an individual or individuals w c@ntable
'1 for the organization’s compliance W|tka|s A

6\
PIP considerations: @ S

 Areyou serwcmg@ ent agency,
regulated |n try, mpany?
- Would hav(r)g give you competitive

adva
. % \éstlgatlon or inquiry, if there is

HS %e default DPO is the highest-
ra person in the organization.
rate Internal DPO from external DPO.

\ uEas., 2EC3S




RULE #2

Know Your Risks:
Conduct a'Privacy Impact
Assessment (PlA).

A Privacy Impact Assessment (PIA) is a process
undertaken and used by a government agency to
evaluate and manage the impact of its program,
process and/or measure on data privacy.
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Legal Basis V

= Saction 20 (c) “The determination of t e@>proprlate
' 2 level of security under this section mﬁé S&
to be

N\
4

‘1 account the nature of the persoRa fo

—  protected, the risks represente yt %rocessmg the
size of the organization a ty of its
operations, current d a\élanNJ st practices and the

cost of security n@lement@ "
PIP Cons erat c’
. % y0t§ the contract, know your risks.
S(r) IA (good) or participate in the PIC’s
cess (better).
éj yees who are aware of the risks will be

ore vigilant.
e DP €35
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RULE #3

Wrkite Your Plan:
Create your Privacy
Management Program (PMP).

Your Privacy Management Program serves to align everyone
in the orgamization in the same direction, to facilitate
complidnc® with the Data Privacy Act and issuances of the
NPC, and to help your organization in mitigating the
impact of a data breach.
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Legal Basis %
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e Section 12. The processing of personal infqormation shall
= be permitted only if not otherwise prohibited by Jaw, and
i when at least one of the following congitions gxists (a-f):

Section 13. The processing of sensitive personal information

and privileged information shall be prohibited, except in the

following cases (a-f):

PIP Consideratigns:

 TransparenCy - was.the data you’re
processing ohtailed properly by the PIC?

+ Legitmate/Purpose - does the PIC have a
tegal purpose for the processing?

*¢ Proportionality - is the PIC collecting data

< which doesn’t seem to be needed for

processing?
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Are there exemptions?

IRR, Section 5. Special Cases. The Act and these
Rules shall not apply to the following specified
Information, only to the minimum extent of
collection, access, use, disclosure or other
processing necessary to the purpose,\function,\or
activity concerned:

f. Personal information otriginally, collected
from residents of for€ign jurisdictions in
accordance with the laws-of_those foreign
jurisdictions, including anyvapplicable data
privacy laws, which 1s being processed in the
Philippines. The burden of proving the law of
the foreign jurisdiction falls on the person or
body seeking exemption. In the absence of
proof, thie applicable law shall be presumed to
X be the’Act and these Rules
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The information is exempt, but you are not...

™
Consider an example where medical data is
collected from a patient in a foreign country,

then the data Is sent to the Philippines.to‘be

converted to digital format.

Is consent required for digitizing’the
iInformation? NO

HOWEVER,
If the data is improperly disclosed
If the data accuracy, is altered
If the dataravailability is impacted

YOUR company ¢an become the subject of a
data.privacy.complaint.
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RULE #4

BewAccountable:
Implement your privacy and data
protection (PDP) measures.

The measures laid out in your privacy and data protection
palicies'shauld not remain theocretical. They must
continlleusly be assessed, reviewed, and revised as
necessary, while training must be regularly conducted.
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Legal Basis >

- oections 16-18. (Rights of the data sq@ct)
Section 20. (Security obllgatlorb‘

‘.ﬂ PIP Considerations: e
Ce

« Contract should specify s ements for
handling requests for a t\ fon, rectification,
removal, etc. @

e Contract should ?ecn’y rotection measures
(organization SI(;C@, hnical) to protect against
natural ger accidental loss or destruction,
and ‘glrs such as unlawful access, fraudulent

?e I destruction, alteration and

regular drills to test security and business
Q?nwty measures.
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RULE #5

Be Rreparedfor Breach:

Regularly exercise your Breach
Reporting Procedures (BRP).

Upen the dis€overy of a personal data breach, or reasonable
syspicion thereafyit is important to conduct an initial assessment
of the Breach, to mitigate its impact, and to notify both the
affected data subjects and the National Privacy Commission
within 72 hours of discovery.
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Legal Basis

= ()
iapp

‘[5 iapp.org/news/a/qdpr-match-up-u-s-state-data-breach-laws

N

Privacy Tracker | GDPR matchup: US state data breach laws

News Cor&t\ rain Certify

US States, Generally

Covered Information Name, plus another identifier such as
government issued identifiers or fi

account information; usern or em
addresses plus passwords

A breach occurs
when...

of (typi ronic) c%d information
eRlsk \d:lal harm or identity theft

@© QQ’

Harm Thresh

% 'Per:@
@f able natural person who is alive

There is un%nzed access to or Q‘smon There is “the accidental or unlawful

GD,R$‘>’ O
65

ation,” defined as any
n relating to an identified or

destruction, loss, alteration, unauthorized
disclosure of, or access to, personal data
transmitted, stored, or otherwise processed.”

With respect to notification to supervisory
authorities, the test is whether the breach is
likely to result in “a risk to the rights and
freedoms of natural persons.”

With respect to consumer notification, the test
is whether the breach is likely to result in “a 5 g
high risk to the rights and freedoms of natural
persons.”
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‘EJ iapp.org/news/a/gdpr-match-up-u-s-state-data-breach-laws

-‘

iapp News Connect Train Ce
Privacy Tracker | GDPR matchup: US state data breach laws
Notification Timing: Varies by state ranging from2to 90  Timing: “Without undue “where
Requirements days, with 30-45 being more common when feasible, not Iater rs after h
(Regulatory) specific timing required; otherwise, “without =~ become aware ch] »
unreasonable delay.” Content: ( fthe br cludlng
Content: (1) Description of incident in general approxi u ber su ects and
terms, (2) types of covered information ords cohcern tact information for
affected by breach, (3) remedial or protectiv ller'’s escrlptlon of the likely
steps taken, (4) contact information fo t%conseque I& the breach, and (4) measures
organization. $ |ate or mitigate potential
Method: Varies by state; postal delive ive effects.
usually accepted, although somfie states pr thod: Not specified.
email or online subml‘n
available for ﬁ
Notification Timi es, for states with"deadlines, Timing: “Without undue delay.”
Requirements ty ys unless special Content: A description “in clear and plain
(Consumer) @s es of ¢ e%rmatron are at risk, language” of the nature of the breach and
Q information; other states items (2)-(4) of the regulatory notification.

such
i ereasonable delay.”

: Typically the same as for regulatory

Q Q Q notification, but including advice that directs

the person to remain vigilant by reviewing
kv-

account statements and monitoring free credit
reports. Note Massachusetts prohibits sharing
facts or circumstances that lead to breach.

Method: Not specified.




Legal Basis S
\O
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\‘
State of California Department of Justice ‘ A-\‘
N
XAVIER BECERRA $‘\ oS

Attorney General o 3N
AR

HOME ABOUT MEDIA CAREERS RESOURCES PROGRAMS CONTACT

Data Secur:ity'iﬁfrea;-h"'keporting

Home / eCrime gBata Selurity Breachgporting
Californigaw requires a busifiess or state agency to notify any California resident whose unencrypted
pefsopal i'*'nf’ht)rmaégidm-@g; defined, was acquired, or reasonably believed to have been acquired, by an

uBauthorizeg®Persdn. (California Civil Code s. 1798.29(a) [agency] and California Civ. Code s. 1798.82(a)
[persod of buSiness])

N/ N
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iapp

‘ B iapp.org/news/a/gdpr-matchup-the-philippines-data-privacy-act-and-its-implementing-rules-and-regulations

-A‘

News Connect

Privacy Tracker | GDPR matchup: The Philippines' Data Privacy Act and its Implementin

Regulations

Train SCe% Resources

Breach
Definition

Breach
Notification

A notifiable breach occurs when sensitive personal
information or any other information, whether
recorded in a material form or not, that may, under
the circumstances, be used to enable identity fraud
are reasonably believed to have been acquired by an
unauthorized person, and the personal information
controller or the Commission believes that such
unauthorized acquisition is likely to give ri

risk of serious harm to any affected data s&

The National Privacy Commis aff
subjects shall be notifiad by the"personal i

controller within wis upon qidge of or
onable b

when there is a
unaut cquisitio: of ve personal
mfo E Ilkely o to a real risk of

arm ed data subject. A real risk

enou ncludes whether any information

may @ circumstances, be used to enable
Q ide@ fraud.

Personal data breach m ach of
security leading to ental wful
destruction, I teration, ized
disclosure'ef oréccess t ml data
transm%tored ise processed.

dQ The GDPR requires assessment of data
tion incidents and prompt notification of the

breach to data subjects when there is a high
risk to the rights and freedoms of natural
persons and, with respect to supervisory
authorities, notification when the breach is
likely to result in a risk to the rights and
freedoms of natural persons.
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Legal Basis

o O

LA

IRR Section 38 (a) The Commission and affﬁ data
subjects shall be notified by the PIC wit

>

ve two (72)

hours upon knowledge of, or when th |s re@o able
ach

requiring notification has occ

belief by the PIC or PIP that, a pe@ dg&o

PIP Considerations

Contract should ’%/ eﬁ‘l&vel agreements and
protocols for r§§ ment

Employe |d k o) what constitutes a breach, and
be wg% In re rtlng at the earliest sign of a possible

? YA should be formed, educated on what steps
m, a

nd conduct regular drills to ensure reporting
|ons can be met.
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LAST: Registration

NOTE on Reqistration (from Circular 17-01).
PIC or PIP shall provide the following registration
Information to the NPC by Sept. 9, 2017:

name and contact details of the RIC or PIP,\hread of agency or
organization, and DPO

NATIONAL D p g
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LAST: Registration

PIC o

NPC by March 8, 2018:

™

o & ¥

r PIP shall provide the following registration informatiopto the

A. purpose or mandate of the government agency or private entity;

B. identification of all existing policies relating to data governance,data privacy, and
information security, and other documents that provide algeneral description of
privacy and security measures for data protection;

C. att
pe

estation regarding certifications attained by the RIC,or PIP4inelteing its relevant
rsonnel, that are related to personal data preeessing;

D. brief description of data processing system @r systems:

a.

Qoo

@

X

N\

PRIVACY
A U COMMISSION & moverer

name of the system;
purpose or purposes of thefprecessing;
whether processing isdeing‘done as & PIC, PIP, or both;

whether the system iS‘outsourced or subcontracted, and if so, the name and
contact details of‘the PIP;

description ofsthe category*er categories of data subjects, and their personal
data or €ategories thereof;

recipients or categeries of recipients to whom the personal data might be
disclosed; and

, Whetherpersonal data is transferred outside of the Philippines;
tification regarding any automated decision-making operation.

NATIONAL D p

35




FEDERAL TRADE COMMISSION

PROTECTING AMERICA’S CONSUMERS

ABOUT THE FTC NEWS & EVENTS ENFORCEMENT POLICY TIPS & ADVICE | WOULD LIKE TO...

“In the digital age, privacy issues can impact millions of people around th&world. It'ssmperative that regulators work
together across borders to ensure that the privacy rights of individtials are respected n© matter where they live,” said
Commissioner Daniel Therrien of the Office of the Privacy Commissioner of'Canada.

“My office was pleased to work with the FTC and the Offiee of the Ganadian Privacy Commissioner on this
investigation through the APEC cross-border enfoscement framework” said Australian Privacy Commissioner

Timothy Pilgrim. “Cross-border cooperatioff and enforcement is'the future for privacy regulation in the global
consumer age, and this cooperative approath provides apexcellent model for enforcement of consumer privacy

rights.”
m - #

To facilitate cooperation with- its Cagadiarand Australian partners, the FTC relied on key provisions of the U.5.
SAFE WEB Act that@llew the F TC t@'share information with foreign counterparts to combat deceptive and unfair
practices thal craSs nationalborders.
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TATA

Startups [EEdnGiGla'al Corporate Mobile Internet People COMMUNICATIONS

E-commerce « Digital Payments « Interviews « Funding « Smartphones « Govtpolicy « LongReads « Social Media” Search Q

Technology News / Latest Technology News / Technology

i
I

In
JoT:

o]

Personal data may only be transferred to third*eountries,where the
EU has considered the laws to provide adequate grotection or
where protected by binding corporatevrules, approved model
clauses, binding agreements combined withtan*approved code of r

conduct or approved certification. e

According to Nasscomgthe apex bady of India’s IT sector, getting India declared as a data-
secured country willincrease revepues from the EU to the extent of $7 billion (Rs 38,350

crore) annual W, way ofjindreased offshoring and cost savings to companies leveraging
India intheif business model.

various#pps.

ndla Irrom tne

'biggest ransomware'
0T udlTIVA<~marS attack
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Personal Data Processing. Mare safe in the

Philicpnes.
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