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Ponemon Institute LLC, 2015 Cost of Data Breach Study: Global Analysis, May 2015, p. 10.
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• Loss of trust
• Loss of self-determination

• Loss of autonomy
• Loss of liberty
• Exclusion
• Physical harm

• Discrimination
• Stigmatization
• Power imbalance

• Economic loss
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refers to 
, whereby the data subject agrees to 

the collection and processing of personal information about 
and/or relating to him or her. 

. It may also be 
given on behalf of the data subject by an agent specifically 
authorized by the data subject to do so.















INSTRUCTIONS:
Take a blank sheet of paper and number it 

from 1 to 20. For each item, write T if true, F 
for false, and D if you do not know.



We process personal information of 
Filipino citizens.

We process personal information of 
citizens from other countries.

The total number of data subjects whose 
records we store is more 

than 250.

The total no. of data subjects whose 
records we store is more than 100,000.



The total number of employees in our 
organization is more than 1,000.

We process personal information that is 
classified as "sensitive" by RA 10173.

We issue unique identification numbers or 
documents such as passport, license, 

membership card.

We process personal information on 
paper and other analog media such as 

microfilm or microfiche.



We process personal information on 
digital media such as hard disks 

or servers.

The personal information that we process 
is scattered over several sites.

We store personal information in 
the cloud.

We have contracts with service providers 
to store or process personal information.



As of today, our organization has no 
privacy or data protection policies.

The personal information we keep is 
accessed by other companies/agencies.

The personal information we keep is 
accessed from other parts of 

the world.

The personal information we keep must 
be accessible 24 hours a day, 7 days a 

week.



There is a sub-second response time 
requirement for access to the personal 

information we keep.

The number of people who have access 
to the personal information we keep is 

more than 50.

The number of people who have access 
to the personal information we keep is 

more than 250.

We have ongoing projects where we use 
personal information in big data or data 

analytics.



LET US SCORE!
You get five (5) points for every T
You get five (5) points for every D
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PRIVACY RISK BENEFIT CONTROLS
IMPACT 

ASSESSMENT

High Low Unacceptable

Medium Medium High Unreasonable

Low High Low Acceptable

Medium Medium Medium Acceptable



































I. GOVERNANCE
II. RISK 

ASSESSMENT
III. ORGANIZATION IV. DAY TO DAY

V. DATA 
SECURITY

VI. BREACHES VII. THIRD PARTIES VIII. MANAGE HR IX. CONTINUITY X. PRIVACY 
ECOSYSTEM
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