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What compliance looks like What negligence looks like

Notarized appointment or 
designation of a DPO, filed with the 
NPC

Lack of interaction between DPO and 
top management, between DPO and 
functional units

Evidence of actions taken on basis of 
DPO recommendations

Inaction on complaints from data 
subjects

Contact details on website (if any) Non-reporting to NPC

Continuing education program
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What 
does 
a COP 
do?
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✓A support group

✓A mentor

✓An IT security audit

✓Litigation support

✓Access to top management

✓Continuing education

✓Organizational leverage

✓Tool support

✓Support staff
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I. GOVERNANCE II. RISK ASSESSMENT III. ORGANIZATION IV. DAY TO DAY V. DATA SECURITY

VI. BREACHES VII. THIRD PARTIES VIII. MANAGE HR IX. CONTINUITY X. PRIVACY ECOSYSTEM







AREA IV: Privacy in Day-to-Day Information Life Cycle Operation

Item #7. Informing data subjects of your personal processing activities and obtain their consent, when 

necessary. 

Item #8. Formulation of policies/procedures that allow data subjects to object to subsequent processing 

or changes to the information supplied to them.

Item #9. Policies for limiting data processing according to its declared, specified and legitimate purpose. 

Item #10. Policies/ procedure providing data subjects with access to their personal information including 

its sources, recipient, method of collection, purpose of disclosure to third parties, automated processes, 

date of last access, and identity of controller 

Item #11. Policies/procedure that allow data subjects to dispute accuracy or error of their personal 

information including policies/procedure to keep the same up to date. 

Item #12. Policies/ procedure that allow data subjects to suspend, withdraw or order the blocking, 

removal or destruction of their personal information. 

Item #13. Policies/procedure for accepting and addressing complaints from data subjects. 

Item #14. Policies/procedures that allow data subjects to get indemnified for any damages sustained 

due to such inaccurate, incomplete, outdated, false and unlawfully obtained or unauthorized use of 

personal information. 

Item #15. Policies/procedures that allow data subjects to obtain from the personal information 

controller a copy of his or her personal data processed by electronic means and in a structured and 

commonly used format. 

Item #16. Policies/procedures for creation and collection, storage, transmission, use and distribution, 

retaining personal data for only a limited period or until the purpose of the processing has been 

achieved, and ensuring that data is securely destroyed or disposed of



AREA V.  Managing Personal Data Security Risk
Item #17.  Implement appropriate and sufficient organizational security measures 
Item #18.   Implement appropriate and sufficient physical security measures 
Item #19.  Implement appropriate and sufficient technical security measures 

AREA VI.  Data Breach Management
Item #20.  Compliance with the DPA's Data Breach Management Requirements 

AREA VII: Managing Third Party Risk
Item #21: Maintaining data privacy requirements for third parties (e.g. clients, vendor, processor, affiliates)? 
(Compliance, Agreement, Due Diligence, Notifications, Access Policies.) 

AREA VIII.  Managing Human Resources (HR)
Item #22.  Periodic and mandatory personnel training on privacy and data protection in general and in areas 
reflecting job-specific content
Item #23.  Issuance of Security Clearance for those handling personal data

AREA IX.  Continuing Assessment and Development
Item #24.  Scheduling of Regular PIA for new and existing programs, systems, processes and projects
Item #25.  Review of Forms, Contracts, Policies and Procedures on a regular basis
Item #26.  Scheduling of Regular Compliance Monitoring, Internal Assessments and Security Audits
Item #27.  Review, validation and update of Privacy Manual
Item #28.   Regular evaluation of Privacy Management Program
Item #29.  Establishing a culture of privacy by obtaining certifications or accreditations vis-à-vis existing 
international standards

AREA X.  Managing Privacy Ecosystem
Item #30.  Monitoring of emerging technologies, new risks of 
data processing, and the Privacy Ecosystem
Item #31.  Keeping track of data privacy best practices, sector 
specific standards, and international data protection 
standards
Item #32.   Seeking guidance and legal opinion on new 



Thank you! Any questions?
info@privacy.gov.ph


