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APPOINTING A DPO (LEGA ‘A\gs\"
BASES)

 Data Privacy Act of 2012
(DPA), Section 21(b)

« DPA IRR, Section 26(a) ?
- DPA IRR, Section 50( ‘AP‘\'
A PIC & PIP shall desmg?g@
iIndividual or |nd|v
are accounta r the

organiz 'S compllance with
é a Protection Officer)
O

b




WHY APPOINT A DPO?

Personal information
controllers and personal
information processors are
required to appoint or
designate a data protection
officer or compliance officer.
DPOs will be accountable for
ensuring compliance with
applicable laws and
regulations relating to data
privacy.

oM

Commit to Comply:
APPOINT A DATA
PROTECTION
OFFICER
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PRIVACY (Advisory 17

Compliance Officer for Privacy (COP) Pc:(

COMPLIANCE OFFICER F0595\°

perform some of the functlo

9,\
 An individual or individuals S ?

DPO in particular cases‘( "
e The mwmun& fications for a

COP sh p oportionate to his or
her % ns, as provided in NPC

ry 2017-01. D P
P

1
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COP for LGU'’s

 Aside from having a DPO, a component city,
municipality, or barangay can designate a
COP, as long as the COP shall be under the
supervision of the DPO.

Example:

A DPO in an HUC (Highly Urbanized
City) and a COP in each barangay
under its jurisdiction
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QUALIFICATIONS OF A !

2\
Specialized kﬂ/@@cpstrate reliabil“\h\

Sufficient understanding of the processi cﬁ@rations
being carried out by the PIC or PIP ‘['

Knowledge by the DPO/COP a\ﬂeh’eld/sector of the

PIC/PIP ?
* Full-time or organic e e of PIC/PIP
 |[n the governm Qa be career or appointive.
Designatio ccepted
ot .

s
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DUTIES AND \r\\“‘
RESPONSIBILITIES-GE A
~ DPO/C




DUTIES AND RESPONSIBILITIES

1. Monitor the PIC’s or PIP’s compliance with the DPA, its

IRR, issuances by the NPC and other applicable laws and
policies. For this purpose he/she may:

a)
o)
C)
d)
e)

collect information

analyze and check the compliance

inform, advise, and issue recommendations to the PIC or PIP;
ascertain renewal of accreditations or certifications

advice the PIC or PIP as regards the necessity of executing a
Data Sharing Agreement
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2. Ensure. th Gp‘r*duct of Privacy
@@@&ssments relative to
ac? , Mmeasures, projects,

rams, or systems of the PIC
or PIP;

Advice the PIC or PIP regarding
complaints and/or the exercise by
data subjects of their rights




4. Ensure proper data breach and
security incident management by
the PIC or PIP, including the latter’'s 4
preparation and submission to hQ
NPC of reports and "
documentation concerm{q ur|ty
iIncidents or data bre ithin the

prescribed pen% “ﬁe
Infor ﬁ cultivate awareness on
&@'and data protection within

“ organization of the PIC or PIP,
including all relevant laws, rules and




RESPONSIBILITIES

6. Advocate for the

review. and/or re f poI|C|es’
guidelines, pr ?@:nd/or programs
of the le elating to privacy

and da otection, by adopting a

&ﬁ\y y desigh approach;
\O

7 Serve as the contact person of the
PIC or PIP vis-a-vis data subjects, the
NPC and other authorities in all
matters concerning data privacy or
security issues or concerns and the
PIC or PIP;




DUTIES AND 2°
RESPONSIBILITIEGw"

8. Cooperate, coordinate and seek PC,
advice of the NPC regarding \
matters concerning data privacy ?“

and security; and o“p Lﬁ

9. Perform other d d tasks
that may be a d by the PIC
or PIP |II further the

mte% f data privacy and
and uphold the rights of

e data subjects

Q



DUTIES AND R
RESPONSIBILITIES W

Except for items (1) to@lB‘COP shall
N

perform all oth s of a DPO.
Where appro he or she shall also
a55|st perwsmg DPO in the
ce of the latter’s functions.




SUBCONTRACTING THE
FUNCTIONS OF DPO/COP

« Qutsourcing or subcontracting is
allowed.

« DPO or COP must oversee the
performance of the third-party
service provider.

e DPO or COP shall remain the
contact person
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PROCESS OWNERS %

« Own/maintain their respectleowvacy

a impact assessments Pc
e Consult on st at prOJects iInvolving the
use of pe&’&ﬁata (“privacy by design”)
%hduct breach drill regularly - test each
:

4 O? Ivacy impact at least once a year

e
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HUMAN RESOURCE

 Roll-out training on privacy and
data protection

 |ssue security clearances to staff

processing personal data (such

clearance to be made contingent
on passing the privacy training). Y
DPOs must have access to all *

security clearances issued.

 |Implement the recommended
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LEGAL DIVISION ‘N\ss

« Ensure that all PIP/servi ovider
contracts, job orders, etc @‘compllant

For example, all PIPs Iso have their
own RPO.

e Ensure that ‘}ernal sharing of data
meets t e@ |red guidelines @™ NPC.
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TEAMS ‘;\\5\99
O
 IT to implement the ﬁg:(

recommended technical

controls \
& “‘,,»?\\V
« Security to implement the\Q —

recommended physicab:‘

controls
of

: Inti%?&to test
im for compliance DP
ﬁ“ 11
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TOP MANAGEMENT

« Budget support for security controls
(technical, organizational, physical), for
compliance tools and technology, for
informational and training activities, for
consultants, external auditors, advisors

 Incorporating compliance into the
performance bonus parameters of those
concerned, especially for those handling
personal data

« Drive the message throughout the
organization

I a )\

¢ Drl.ve ’ghe urgency (e.g. like ;4 PRIVACY
epidemic, when everyone startgffl i ) commission e
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Exten5|o
OPC -7 AO 7011

021 I CID - 7031
CMD - 7041
or
Email us at
info@privacy.gov.ph

e\

SALAMAT PO}y

Questions? Contact us atr:l
Trunk line: 920 ﬂP‘




