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“the right to be let alone -

the most comprehensive of 

rights and the right most 

valued by civilized men”
[Brandeis J, dissenting in Olmstead v. 

United States, 277 U.S. 438 (1928)]. 
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Available at http://bayanihannews.com.au/2015/04/20/dswd-training-of-field-
staff-for-listahanan-ongoing/ (last accessed June 14, 2017)

Available at http://pwd.doh.gov.ph/login.php (last accessed June 14,2017)

http://bayanihannews.com.au/2015/04/20/dswd-training-of-field-staff-for-listahanan-ongoing/
http://pwd.doh.gov.ph/login.php
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Source: Available at https://spectrum.ieee.org/the-human-
os/biomedical/diagnostics/ai-predicts-heart-attacks-more-
accurately-than-standard-doctor-method

Researchers at the University 
of Nottingham in the UK 
created a system that scanned 
patients’ routine medical data 
and predicted which of them 
would have heart attacks or 
strokes within 10 years. When 
compared to the standard 
method of prediction, the AI 
system correctly predicted the 
fates of 355 more patients.
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http://news.abs-cbn.com/business/08/16/17/local-governments-urged-to-go-digital



Republic of the Philippines

NATIONAL PRIVACY COMMISSION 

Sheryl, Are You Scared to Use a Computer?, available at http://georyl.com/2012/04/are-you-scared-to-use-a-computer/

Business Permit

Realty Taxes

Social Services, Programs

LGU Employees Records
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Data 

Privacy
Free Flow

It is the policy of the 
State to protect the 
fundamental human 
right of privacy of 
communication while 
ensuring free flow of 
information to promote 
innovation and growth.
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Uphold 
Rights of 

Data Subject

Security 
Measures

Data 
Privacy 

Principles
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TRANSPARENCY

LEGITIMATE PURPOSE

PROPORTIONALITY
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?

*Based on the SWS Survey “FILIPINO PUBLIC OPINION ON DATA PRIVACY AND ATTITUDES AND 
BEHAVIOUR TOWARDS INTERNET USAGE”
June 17-21, 2017 National Survey

Gusto Malaman

Hindi Gusto Malaman

Walang Kasagutan

5%
1%

94%
Note: No answer/Don’t
Know/Refused responses are
not shown.

*Net figure % Likes to Know
minus % Does Not like to
Know, correctly rounded
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• CONSENT refers to any freely given, specific, informed indication
of will, whereby the data subject agrees to the collection and
processing of personal information about and/or relating to him or
her

• The consent shall be evidenced by written, electronic or recorded
means.

CLEAR
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Available at https://www.youtube.com/watch?v=iJQHWgQvDaE
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TAXES
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SECURITY MEASURES
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•

•

•

Picture from http://www.computerweekly.com/news/450402719/GDPR-will-
require-75000-DPOs-worldwide-study-shows

THE DPO SHOULD POSSESS SPECIALIZED 
KNOWLEDGE AND DEMONSTRATE 

RELIABILITY NECESSARY FOR THE 
PERFORMANCE OF HIS OR HER DUTIES 

AND RESPONSIBILITIES. 
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Collect Store Use

AccessTransferDestroy
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Villupuram nurses jump on to technological bandwagon at http://www.thehindu.com/news/national/tamil-
nadu/villupuram-nurses-jump-on-to-technological-bandwagon/article5699852.ece

TRAINING AND CAPACITY BUILDING
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Innovative Electronic Medical Record System Expands in Malawi (2014) available at
http://www.cdc.gov/globalaids/success-stories/innovativemalawi.html (last accessed June 20, 2016).
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http://www.scmp.com/news/hong-kong/politics/article/2082566/laptops-containing-37-million-hong-kong-
voters-data-stolen
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Available at https://nakedsecurity.sophos.com/2013/01/15/medical-patients-health-records-dump/
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Russell Brandom, UK hospitals hit with massive ransomware attack 
(May 12, 2017), available at
https://www.theverge.com/2017/5/12/15630354/nhs-hospitals-
ransomware-hack-wannacry-bitcoin (last accessed September 14, 
2017).

The result has been a wave of 
canceled appointments and 

general disarray, as many hospitals 
are left unable to access basic 
medical records. At least one 

hospital has canceled all non-
urgent operations as a result.

https://www.theverge.com/2017/5/12/15630354/nhs-hospitals-ransomware-hack-wannacry-bitcoin


Republic of the Philippines

NATIONAL PRIVACY COMMISSION 



Republic of the Philippines

NATIONAL PRIVACY COMMISSION 



Republic of the Philippines

NATIONAL PRIVACY COMMISSION 
CRIME IMPRISON

MENT
FINE

Processing of Personal/Sensitive 
Information for 
Unauthorized Purpose

Processing information for other purposes 
which are no longer authorized by law or 
consent

1yr 6mos –
7 years

Php500,000 to 
Php2,000,000

Access to Personal/Sensitive 
Information due to Negligence

Persons who provide access due to
negligence shall be liable

1-6 years Php500,000 to 
Php4,000,000

Concealment of Security Breach Duty to notify Privacy Commission in case of 
breach (within 72 hours)

1yr 6mos –
5 years

Php500,000 to 
Php1,000,000

Improper Disposal Negligently dispose, discard or abandon 
personal data of an in an area accessible to 
the public or placed in its container for trash 
collection.

6 months 
– 3 years

Php 100,000 to 
Php 1,000,000
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CLASSIFICATION NO. OF 
COMPLAINTS

PERCENTAGE

UNAUTHORIZED PROCESSING 40 28%
SECURITY OF PERSONAL 
INFORMATION

32 22%

GENERAL INQUIRY 20 14%
CYBERCRIME 16 11%
RIGHTS OF DATA SUBJECT 13 9%
UNAUTHORIZED ACCESS/ 
INTENTIONAL BREACH

7 5%

UNAUTHORIZED DISCLOSURE 6 4%
OTHERS - CID 5 3%
IMPROPER DISPOSAL 2 1%
THEFT 1 1%
CONSUMER PROTECTION 1 1%
CREDIT CARD 1 1%
DRONE 1 1%

TOTAL 145 100%



Republic of the Philippines

NATIONAL PRIVACY COMMISSION 

His modus 
operandi is to steal 
his victims’ 
information and 
then contact call 
centers of certain 
banks to request 
for credit card 
replacement.

Identity theft suspect falls, 
available at 
http://www.philstar.com/metr
o/2017/04/07/1688420/ident
ity-theft-suspect-falls

MAG-INGAT: Impormasyon ng netizen, ginamit sa panloloko, ABS CBN (May 3, 2017) 
available at http://news.abs-cbn.com/video/news/05/03/17/mag-ingat-impormasyon-ng-
netizen-ginamit-sa-panloloko.
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Available at: http://www.socialtrendsph.com/2016/02/public-school-teacher-in-p800k-debt_37.html
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Available at www.rappler.com/newsbreak/iq/159365-
cybercrime-philippines-cases-online-libel-2016
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Cara McGoogan, NHS sexual health clinic fined £180K for patients' 
HIV status leak (May 9, 2016)
Available at www.telegraph.co.uk/technology/2016/05/09/nhs-
sexual-health-clinic-fined-180k-for-patients-hiv-status-leak/ (last 
accessed Jan.11, 2017).

The recipients' email 
addresses, of which 730 
contained people's full 
names, were entered into 
the "to" field instead of 
"bcc", which masks the 
email addresses of people 
receiving the message.
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nauthorized use or 
disclosure may put 
data subjects at risk 
for unwanted 
publicity, 
discrimination, 
identity theft and 
other acts prejudicial 
to the data subjects. 
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We are only a little over halfway through
2016, and yet according to the latest IBM X-
Force data, 200 million government records
worldwide were already compromised by July
31 of this year. That’s nearly 60 million more
than all the records compromised from 2013
through 2015 — combined

https://securityintelligence.com/government-data-woes-2016-compromised-records-surpass-total-for-last-three-years-combined/  last accessed 4/1/2017
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Benefits

Harms
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Available at http://www.telecomasia.net/content/only-four-asian-nations-safe-data-storage
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Source of picture: available at http://www.pmcgregor.com/building-habits-keeping-them/ 
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