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Right to priv ot
“the right toét ﬁ”c alone -

the 1@@\ comprehenswe of
\Q‘*?éhts and the right most

valued by civilized men”

[Brandeis ], dissenting in Olmstead v.
United States, 277 U.S. 438 (1928)].
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DSWD training of field staff for “Listahanan”
ongoing

-

Freedom of Infg@q

TALAAN NG PAMILYANG NANGANGAILANGAN

http://pcoo.gov.ph/photo14-112416/

(last accessed Feb. 22, 2017).

Photo available at

3 PRESIDENTIAL
O/ COMMUNICATIONS

Available at http://bayanihannews.com.au/2015/04/20/ds® inMhe-of-field-

Republic Act no. 9442 Verification ¥ Downloads +  Login



http://bayanihannews.com.au/2015/04/20/dswd-training-of-field-staff-for-listahanan-ongoing/
http://pwd.doh.gov.ph/login.php
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: : Al Predicts Heart Attacks and Strokes ‘,\o
Researchers at the UnlverSIty More Accurately Than Standard Doctor's

of Nottingham in the UK Method
created a system that scanned s
patients’ routine medical data
and predicted which of them
would have heart attacks or

strokes within 10 years. t}sﬂ|
compared to the stagg\
method of pred s
system corr edicted the

fates O@xnore patients.
Sour ? at https://spectrum.ieee.org/the-human-

|/diagnostics/ai-predicts-heart-attacks-more-
ter than-standard-doctor-method
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.. Local governments urged to

O go digital

Michelle Ong, ABS-CBN News

@ MANILA - Local government should automate front line services to increase their
@ competitiveness, the co-chairman of the National Competitiveness Council said Wednesday.

o

"Front line services now are on your phone, in your pocket. You get services through phone apps.
Challenge is to see more mobile phone apps for city permits, licensing and transactions that we

have to go through," NCC co-chairman Guillermo Luz said.

W./news.abs-cbn.com/business/08/16/17/loca |-governments-urged-to-go-digital \/f‘]\ 11
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Business Permit
| O“ '
Realty Taxes

N Al

Social Services, Programs

LGU Employees Records
A

/\
> Are You Scared to Use a Computer?, available at http://georyl.com/2012/04/are-you-scared-to-use-a-computer/ \iﬁ 11
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“In this digital era, B . W
information is the e @
currency of power - e T~
valuable, coveted, 7
but at a very hlgh\ow\’* |
risk.”
-Senator E gg@o Angara,.& PG
SPONSOr. speech

for 8? ta Privacy Act
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Data Privacy Act
It is the policy of the
State to protect the
fundamental human
right of privacy of |
communication while\Q‘
ensuring free fl
informa’clii-o?p omote

inn%@‘&o and growth.

Data
Privacy

@0

Freedom of the
Press

Nationa| Security
and Public Safety

National Privacy Commission

L —
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Personal Data ‘,\\9

* Any Information from which the Q
Individual is apparent

* Any Iinformation that cané@ﬁ!ut together with
other information to onably and directly
identify an |nd|V|%

* Includes sen personal iInformation such as
your %ab?educatmn genetic or sexual life

ot
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Interesado ba ang mga Pilipino na malaman kung saagg\o
ginagamit ang kanilang personal na impormasyon? \

1
%

M Gusto Malaman

Note: No  answer/Don’t
Know/Refused responses are
not shown.

*Net figure % Likes to Know o?

minus % Does Not like
Know, correct/yround‘

Hindi Gusto Malaman

Walang Kasagutan

*Based on th‘msvey “FILIPINO PUBLIC OPINION ON DATA PRIVACY AND ATTITUDES AND
'ARDS INTERNET USAGE”
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nghts of Data Su {&é\o

Right to Infoa@‘%

nght t @’dject
Access

ACCESS \,gg wt to Correct

\Q Right to Erase
Right to Damages

6.
COMPLAIN /. Right to Data Portability
8. Right to File a Complaint

o®%

©
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IF It’s NOT ‘,\‘.\\9"

4

CILEAR =
lt’s NCOT Consemnt

* CONSENT refers to any 5f§Q§ given, specific, informed indication
of will, Whereby th subject agrees to the collection and

processing of p nformatlon about and/ or relating to him or
her

e The cg@fc shall be evidenced by written, electronic or recordedz

o
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Johns Hopkins to pay $19 mlmon for , p a y

OB-GYN who secretly recorded wa
-examining room: lawyers |

|
- | s k
mex  Trmaalm o e ) ettlement after
} - patients The Washington Post : [
g I
-—-:wtxj o sertomons oL gynhecologist
T e secroty
i, b - secretly
®CBS
MOOS\E\E Sﬁ%&lﬁsﬁgg\ﬁ s%lolr\\/jlgss 000+ WOMEN & GIRLS reco rd ed

> Pl o) 013/353 LS patients

Availabl %%ﬁs’www .youtube.com/watch?v=iJQHWgQvDaE
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Collect only what’s
hecessary
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% )
&UBLMA NG PILIPING

PARA MAKAUTANG.

(PLEASE BRING THIS REQUIREMENTS)
* Gpcs 2x2 PICTURE
* 4pcs 1x1 PICTURE (WHOLE BODY)
-3 VALIDID'S
« BRGY. CLEARANCE
- NBl CLEARANCE
« MAYORS PERMI
« MEDICAL
« CEDULA
- BIR1 >
SSS/TIN

» CO-MAKER
« X-RAY (WHL
« POLICE CLE/
« PROOF OF B!

>N Ninja Pepe

é\‘
"%afv‘“' Like This Page o
Ve ‘\ 11
7
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TO ALL MY INAANAK:

Requirements to claim your GIFT:

1. Original copy of Baptismal Certificate.
2. Original Copy of NSO Birth Certificate
3. Baptismal Picture together with me.
4. Should know my Complete Name.

www.filipiknows.tv

Deadline of claiming your gift is until
December 31, 2017 only.

NO requirements will NOT be entertained.
Incomplete Requirements NO GIFT.

Mooty Clopistinas !

FILIPI
KNOWS
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SECURITY MEASURES

Organizational Confidentiality

Physical Integrity

Technical Availability
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: . \O
Data Protection Officer \&°

THE DPO SHOULD PO CIALIZED

Relevant pri RELIABILITYNECESSARY FOR THE

y & PERFOR OF HIS OR HER DUTIES

data protection policies ol AND RESPONSIBILITIES.

and practices
* Processing operatio

P

GDPR will require 75,000 DPOs worldwide,
study shows

Picture from http:/ /www.computerweekly.com/news /450402719 / GDPR-will-
require-75000-DPOs-worldwide-study-shows




O
Policies for Processing Personal Rﬁﬁ}

. c,O
C
Collect Store I Use
o
A‘,:(
Destroy Transfer Access
e\ | D P
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TRAINING AND CAPACITY BUILDING gg\o

Q?e gI

“ V|IIupuram nurses Jump on to technological bandwagon at http: //www thehlndu com/news/national/tamil-
D-0N-t0-t€ oical-bandwagon/a 5699 oCe




i

LSS room and
TOTAT N work
sl \ stations

should have

limited
access.

. névative Electronic Medical Record System Expands in Malawi (2014) available at
ttp://www.cdc.gov/globalaids/success-stories/innovativemalawi.html (last accessed June 20, 2016).

Q




South China Morning Post INTERNATIONAL ~ FRI MAR 31,2017 | JOBS | EVENTS | EDUCATION COURSES | NEWSLETTERS

POLlTlCS recisTer /0N QB R

A CHINA HK ASIA WORLD COMMENT BUSINESS TECH LIFE CULTURE SPORT WEEKIN ASIA POST MAG STYLE .TV = ALL

Laptops containing 3.7 million Hong Kong voters’ data
stolen after chief executive election

Devices contained ID card numbers, addresses and mobile numbers

PUBLISHED : Tuesday, 28 March, 2017, 12:30am
UFPDATED : Tuesday, 28 March, 2017, 1:42am
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Medlcal group fined $140K for tossing
patients’ health records into public
dump C

« Names, Social Security nu
for more than 67,00
were tossed into
shredding, n INg

. Recorg{gtw e plle included pathology reports for people
r various kinds of cancer, along with other test

s% D

11

r} g and medical diagnhoses
achusetts residents in the US
ICc dump as is — no redacting, no

Available at https://nakedsecurity.sophos.com/2013/01/15/medical-patients-health-records-dan
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* UK hospitals hit with massive Sixteen hospit 6\0

ransomware attack shut do a
Sixteen hospitals shut down as a result of the attack result of taCk

by Russell Brandom | @russellbrandom | May 12, 2017, 11:36am EDT
The has been a wave of
Il  [EEI ﬂ hceled appointments and
| ——— | al disarray, as many hospitals
\'? are left unable to access basic
\> medical records. At least one
hospital has canceled all non-
urgent operations as a result.

Russell Brandom, UK hospitals hit with massive ransomware attack

(May 12, 2017), available at
https://www.theverge.com/2017/5/12/15630354/nhs-hospitals-
ransomware-hack-wannacry-bitcoin (last accessed September 14,

2017).

Peter O’Conner / Flickr



https://www.theverge.com/2017/5/12/15630354/nhs-hospitals-ransomware-hack-wannacry-bitcoin
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Technical Security Measures

SAFEGUARDS: INCIDENT RESPONSE,
SECURITY POLICY ENCRYPTION. CORRECT AND
SYSTEM MONITORING AUTHENTICATION MITIGATE BREACH,
PROCESS RESTORE SYSTEM |

31

LOCAL GOVERMME

b



Republic of the Phi
. .. NATIONAL PRIVACY COMMISSION




Republic of the

IMPRISON | FINE

MENT
Processing of Personal/Sensitive | Processing information for other purposes 1yr 6mos — | Php500,000 to
Information for which are no longer authorized by law or 7 years Php2,000,000
Unauthorized Purpose consent
Access to Personal/Sensitive Persons who provide access due to 1-6 years Php500,000 to
Information due to Negligence negligence shall be liable Php4,000,000

Concealment of Security Breach | Duty to notify Privacy Commission in case of | 1yr émos — | Php500,000 to

breach (within 72 hours) 5 years Php1,000,000
Improper Disposal Negligently dispose, discard or abandon 6 months | Php 100,000 to
personal data of an in an area accessible to — 3 years Php 1,000,000

the public or placed in its container for trash

collection. ‘_
¥ 1

—~—
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COMPLAINTS

IMPROPER DISPOSAL THEFT CONSUMER PROTECTION CREDIT CARD

1% 1% 1% 1% 1
UNAUTHORIZED OTHERS - CID DRONE o

DISCLOSURE 3% 1%
< C

O
)

4%

UNAUTHORIZED CLASSIFICA NO. OF PERCENTAGE
ACCESS/INTENTIONAL COMPLAINTS
sl UNAUTHO !§S,|NG 40 28%
SECURIT] ONAL 32 22%
INFOR
GENERAL INQUIRY 20 14%
RIGHTS OF DATA SUBJECT CYBERCRIME 16 11%
9% RIGHTS OF DATA SUBJECT 13 9%
UNAUTHORIZED ACCESS/ 7 5%
INTENTIONAL BREACH
UNAUTHORIZED DISCLOSURE 6 4%
e OTHERS - CID 5 3%
IMPROPER DISPOSAL 2 1%
THEFT 1 1%
Els Ul o L LS CONSUMER PROTECTION 1 1%
INFORMATION
22% CREDIT CARD 1 1%
DRONE 1

% ™%
0%~

31

NATURE OF COMPLAINTS RECEIVED AS OF 31 AUGUST 2017




IMPORMASYON NG NETIZEN, GINAMIT
i NG PEKENG ONLINE SELLER SA PANLOLOKO

- . —

VA NANIGAW NG MOTORISTA, DUMIPENSA -

Watch also in iWantv or TFC.tv

i
MAG-INGAT: Impormasyon ng netizen, ginamit sa 1 , ABS CBN (May 3, 2017)
available at http:/ /news.abs-cbn.com/video/
netizen-ginamit-sa-panloloko. >

3/17 /mag-ingat-impormasyon-ng-
Identity theft suspect falls
(The Philippine Star) | Updated April 7, 2017 - 12:00am

¥AY GANDA
5:53 AM

=\

_‘- o

His modus \O
operandi‘lm\ﬁgeal
his yistihs’
&mation and
g’ then contact call
centers of certain
banks to request
for credit card
replacement.

Identity theft suspect falls,
available at

http://www.philstar.com/metr
0/2017/04/07/168842@kidentx,
ity-theft-suspect-fallszw

311
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“ PUBLIC SCHOOL TEACHER IN PS80OK DEBT AFTER POSTING
PRC ID ON FACEBOOK magnanakaw par... /4

Date - Saturday, February 27, 2016

In an interview, he said that he posted his PRC ID on Facebook when he passed the licensure
exam. He also posted his papers when he was regularize in a public school.

Few months later, he was starting to received notifications from banks saying that he borrowed a O COMMIIoN
total of P800,000 in salary loans. '

Though he denied applying for the loans, the banks still deducted P9,000 from his payroll
account every month. It surprised him because he did not sign any document authorizing them
to deduct the amount.

ol

‘O vailable at: http://www.socialtrendsph.com/2016/02/public-school-teacher-in-p800k-debt_37.html

=IA
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Top 5 cybercrime complaints

Online Libel

Online Scam

|dentity Theft

Online Threat

Anti-Photo and Video Voyeurism
Act -

0 100| 200 | 300 | 400, 500 | 600| 700 | 800 | 900

2013 @ 2014 2015 @ 2016

Available at www.rappler.com/newsbreak/iq/159365-
cybercrime-philippines-cases-online-libel-2016 Data from the PNP-Anti Cybercrime Group

\O
\s°

DP
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NHS sexual health clinic \gg\o

fined £180R for patients'’ The recipients' W
HIV status leak addresses @Ql ch 730

() (¥) (@ &) Contg@(people's full
! 1 ERE Oh % , were entered into

e "to" field instead of
"bec", which masks the
email addresses of people
receiving the message.

Cara McGoogan, NHS sexual health clinic fined £180K for patients' —
~ 3 HIV status leak (May 9, 2016) D F?’
s Available at www.telegraph.co.uk/technology/2016/05/09/nhs-

56 Dean Street, the London-based sexual health clinic crepiT: coocLE
. . accessed Jan.11, 2017).

sexual-health-clinic-fined-180k-for-patients-hiv-status-leak/ (last 4‘\‘\ 11
1S

LOCAL GOVERMME




Republic of th
. NATIONAL PRIVACY COMMISSION :

~*~ A Violation of Privacy is an affront
HymanRignity * 8 "

disclosure may put

data subjects at risk
for unwanted

publicity,
discrimination, ‘\
identity theft X
h Jicial CANISTER SCANDAL
1C1 WIC FIM m(.wp,gqms._r,w:.ii'nmu_s;nu-.m ~
other act Iﬁ] cla w1 sl OSMANTHLL O .U“;"u".'

tot @t subjects. o
a""%

i 311




Government Data Woes: 2016 Compromised
Records Surpass Total for Last Three Years
Combined

We are only a little over halfway through
2016, and yet according to the latest IBM X-
Force data, 200 million government records
worldwide were already compromised by July
31 of this year. That’s nearly 60 million more
than all the records compromised from 2013
through 2015 — combined
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In August, 2016, In a report titled “Data Danger

Zones”, the Philippines is ranked as No. 143 o @
over 170 nations evaluated on the ability ¢

digital information safe, private and §ecure.

-

I LOW RISK

HIGH RISK RISK SCORE UNAVAILA BLE
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Embracing a Privacy Cul&b\é“\\

SAME OLD way )

‘ Source of picture: available at http://www.pmcgregor.com/building-habits-keeping-them/
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THE PHILIPPINES IS COMMITTED
o "TO PRIVACY AND DATA
@O'PROTECTION IN THE DIGITAL AGE.

/‘
— . bebaiaidonbidod
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THANK  EisSss © . L B
- ha ang panafon, pero sana .
* . hindi lumala@mig ang puso mo

YOU! “hindi lum@iiéimig qf

2 e PO staPrivacy!

2

#PartnersForPri



