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What is a security incident? ‘,\\";’
W

A security incident is: >
Yy \\1

e An event or occurrence thqj?
affects or tends to af "data
protection; or P«\

* Aninciden Qh%t compromises
the av@l@bllity, integrity, or
C%Qﬂdentiality of personal data.
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What is a data breach?  ,\®
c,"‘h
A
A data breach is a security incident tha\a\tl' P»c’
 Leads to unlawful or unau\bc?r?ied processing of

personal data O"\P
\

AN .
- Compromises the lavailability, integrity, or

confidentiQIi‘t?of personal data
\'s
(o)
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\
Do | need a security incident management E\Qﬁ?y?
W
O
C

)|
N o
Q

\%
A security incident managen@ﬁ‘t}policy IS
implemented by the co tp"lér Or processor

for the purpose of n\l‘@ ging security
incidents. 1
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Do | need a security incident management @\Qﬁ?y?
O
C

The security incident management Cf1(
policy has policies and procedurea{b‘r.

1. The creation of a data br@&:
response team \o"\

. A
2. Implementation @‘Becurlty measures 2 - —.

and privaC)(\a‘@licies l/
3. Implerr@ﬁtation of an incident
rﬁpsnse procedure
12
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Do | need a security incident management @\Qﬁ?y?
L ©°
The security inciénlgﬁﬂt management

g;_.' policy has pofidies and procedures for:
o 4, Mltgg.t\i'on of possible harm and
r negative consequences of a

‘.\P data breach

,(‘(\6 5. Compliance with the Data Privacy
Act and other data protection laws
and regulations
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Do | need a data breach response tean‘}\?\ﬁg
c©
The data breach response team must have at™
least one member with the authority to stk’e
immediate decisions on critical actlerﬁ
The team is responsible for: OV\P’

« Compliance with the sec‘wté incident
management polic

* Management ogs'e%urlty incidents and
personal dqta%reaches

Com&@ce with the law
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What are best practices in breach preveng}gﬁ?

1. Regularly conduct a privacy impact cﬂ
assessment Q\d s

2. Have a working data governarkc\e Bollcy
3. Implement security meaSL(I@

4. Make sure personnel‘a% trained

5. Regularly rewev(‘ﬁollmes and procedures
6. Be awarQlopt reats
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What are my top threats? ‘h‘,\\"g

< ¢°

Threats to an organization’s data protegfibﬁ’ can be classified
into two general categories: Q?»‘

\
1. Technical Threats \~\"’
2. PhysicaI/Organizati‘g&aﬂ\ﬁ\reats

V\é
o(
o?
,Cl
6?’
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What are the top technical threehtts\?f’9
o
C

Phishing (especially targeted phishing b&acks)
Unpatched software and applica@'@-ﬁs
Non-existent security archi{gﬁure

Malicious code

Poor conﬂguratlon/gav&door vulnerability
Removable med‘t&

Botnets Q

No immediate backup systems
Cleqﬁ"computlng without safeguards
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What are top physical/organizational thf’gats?
4 co®

Home invasions/robberies Jd p»c’

Insider jobs Q?»‘

Poor password strength ‘.\‘,,\'

Poor physical safeguardsO

Social engineering ‘,\P

Insistence on pap@r—based systems

Lack of da @posal policies

No orgﬂa{wlzatmnal support/tone from the top

Cla%ﬁ‘a issues
ﬁ MATIOMNAL
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Notification becomes mandatory W@é\
CO
A
The personal data involves sensitive peq;bﬁ"al information or
any other information that may be w to enable identity
fraud. ‘.\‘,,\'

There is reason to believ 1P1at the information may have been
acquired by an uni\%hﬁrlzed person; and

The unauthorgéd acquisition is likely to give rise to a real risk
of serlous(hlarm to any affected data subject.
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In doubt? Consider: R\
c,"‘h
A
The likelihood of harm or negative con@&ences on the
affected data subjects. ?@

How notification, particularlyd)&%e data subjects, could
reduce the risks arising f‘;GPn the personal data breach
reasonably believesl\éo%ave occurred.
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INn doubt? Consider: ‘h‘,\\"c"

If the data involves:
* Information that would likely affect:
* National security A\
* Public safety o\‘“
* Public order P"\
. Public health _ %
« At least one humqréy(mO) individuals are affected

* The inform@ﬁ‘n is required by all applicable laws
or rules{o be confidential

e P | data of vulnerable groups
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hours upon knowledge of, or when?@\
there is reasonable belief that a_ .
personal data breach has O{:&u)r"éd.

The obligation remainsgﬁtm the
personal informatior.controller even if
the processing offinformation is
outsourced of’subcontracted.

e“d
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Who must we notify?

Commission

U
P w Notification must be made to
XN the Commission and to any
«\)‘9 affected data subjects.
AffecteQ
t
,gs'ﬁbjects
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How do we notify the NPC?  ,\?
\\

< ¢°
Notification to the Commission may be qcmcé through e-mail at

complaints@privacy.gov.ph or throqgﬁ delivering a hard copy
to the NPC office. ‘.\p.\*

. RN, o
Upon receipt of the notif \lon, the Commission shall send a
confirmation messa@}%-mail to the personal information

controller. '(“\
A report '@%ot deemed filed without confirmation.

A ree@'& receipt report is not sufficient confirmation.
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How do we notify the data subje‘chwg
o
C

~
Notification to affected data subjects m,p?%e done
electronically or in written form, but'must be done
individually. '\g
o™

The notification must nogfn\/olve a further, unnecessary
disclosure of personal‘data.

Pt
If individual n@ﬁce takes disproportional effort, NPC
authoriaaﬂ'bn is required for alternative means.
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How do we notify the data subjecwg
4 o
May be made on the basis of available pC
information within the 72-hour periq&ﬁ’ the
personal data breach is likely topgive rise to
a real risk to the rights an;éq%edoms of
data subjects. . QP

Ly
May be supp@?nénted with additional
informatiQdat a later stage on the basis of
furtr@aﬁvestigation.

O
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Content is king. Substance matters N

Nature of the Breach

c©
64
« Description of how the breach \slﬁ"_'_-—-—
occurred and the vulnerability = @ T
of the data processing syst v REPOR
that allowed the breach<\“ | T
 Chronology of

the \xéhs
leading up to theé§ss of

control oveoﬁwe personal data . __..___:-__—-—"___
. Apprgf ate number of data s
S s or records involved -
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Content is king. Substance matt‘e@@\g
O
C
Nature of the Breach c\
« Description or nature of the Q\d Ly

personal data breach "4

« Description of the likely ‘.\P\'
conseqguences of the pe{é&al
data breach v\"’

« Name and contq&’t%letails of

the data pr@t@ction or

complfﬂ‘ée officer or any other
ag@% table persons.

¥
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Content is king. Substance matters

Personal Data Possibly Involved

* Description of sensitive
personal information involved

* Description of other
information involved that may
be used to enable identity
fraud

N
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Remedial Measures to Address
Breach

Content is king. Substance matt‘ek@\‘?c"
<<
pC

Description of the measures "4
taken or proposed to be ‘.\P
taken to address the bredch
Actions being tak rﬂgsecure

or recover the.qoégsonal data

that Weif edmpromised

o®
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Content is king. Substance matters

Remedial Measures to Address Breach

« Actions performed or proposed to mitigate possible
harm or negative conseguences@and limit the damage
or distress to those affected by the incident

.

&% ou ug
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Content is king. Substance mat

te@s\‘?‘"
o™
Remedial Measures to Address c\

Breach @\Qﬁ"’_—-—
« Action being taken to inform _ @ T
the data subjects affected @P‘\' REPOR

the incident, or reasons R
any delay in the n tﬁi?‘ation . x -—___-—__""'_..'.'—"—-
- The measures{péing taken to e
prevent a rg€urrence of the . ""...-___"'-:-___—-_':‘"____
incid%f&tfl e
°¢ | -
O
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Additional information for data subj rs's

o
C

Remedial Measures to Address w
Breach W
« Contact information or o*

website containing ‘.\P\'

information on how to «\o

mitigate damage ar'réik‘g from

the data breachv

ot
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. L o\
Delay in notifications? R\
W
O
4 C
The NPC can grant you a delay in data\laﬁ’———-—"‘"
subject notification if: ?@
» There is a need to determineseope REPORT
« Delay is necessary to pkq@ t b —
further disclosure ™ L ———
. . . LI | -—-#
e Thereis a neeql(tg@restore integrity . s _____..——__—:-_-_"'_.
to the ICT system e
* Notificationis going to hinder a g ____.-—-"""_.-':-—
" . _-—-'_—
crls‘gﬂa investigation L.
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Delay in notifications?

CO
~

There shall be no delay in the C

notification if:

* the breach involves at lea \o|¥e
hundred (100) data su ts, or
* the disclosure of

U
}i | ive
personal info Te)

fé@a n will harm or
adversel)ea‘i t the data subject
O

* In any event, the Commission must be
notifie@ within the 72-hour period g -
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Exemption from notiﬁcation‘h‘,\\?‘"
o
C

N
Can’t make the 72-hour deadline? 4 pC
)

Ask the NPC for an extension.

\'4
The NPC can also exempt you#;o\n
data subject notification if‘QOt ication

is not: ‘.\p.
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Is the notification not in the best
interest of the data subject? Considgl?»‘
« Security measures implemegtslel' and
applied to make the data O
unintelligible to unat&k)rized
persons. «\)‘6
. Subsequen&measures taken to
ensur?er igh risk of material harm
do ot materialize.
o0 ¥

o
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The full report! ‘h‘,\\"c"

The full report of the personal data
breach must be submitted within _ <
five (5) days, unless the personals. A
information controller is granted

additional time by the C Ission to
comply.
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The failure to disclose leads to prison

G | ,m;vg?g\\w -

The NPC can investigate data®reaches further:
On-site examination.ofsystems and procedures.
If necessary, thesGommission can:
require the cooperation of concerned parties, or
compel appropriate action therefrom to protect the
interests of data subjects.
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The failure to disclose leads to prisof

An intention to conceal is
presumed if the Commission
does not receive notification
from the personal information
controller within five (5) days
from knowledge of or tfpon a
reasonable beliefihkat a security
breach occurred.
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The failure to disclose leads to prisof

Imprisonment from 1 year and 6 =
months to 5 years plus fine from
500,000 to #1,000,000

Imposed on persons who:

« After having knowledge of a
security breachnahd of the
obligation o notify the National
Privacy Commission

» Either intentionally or by omission
cOnceals the fact of such breach
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The annual report ‘h‘,\\‘?

Any or all reports shall be made
available when requested by the Q
Commission. '\g
o™
\

A summary of all repor‘tﬁ!’s‘}‘uall be
submitted to the Qqﬁmission

annually. 0?
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The annual report ‘h‘,\\%‘"

In the event of a security incident
amounting to a data breach, the Q

report must include: ‘.\p.\' REPORT
 The facts surrounding tQchident
* The effects of the ingiélent T e—

« Remedial actiqu&en by the PIC ;—//’;’
? | | n
(o)
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The annual report ‘h‘,\\?"'

All security incidents and personal
data breaches shall be documentedq
\%
>
Aggregated data for secur'{p"\
incidents not involving @bersonal

h suffices©
data breach su |g(ag
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The report must contain general
information:;

The annual report ‘h‘,\

The number of incidents an%p.\'
breaches encountered 'é

The classification of d&ta breaches L ——
according to their$mpact on the R 1 ;—//’;’
availability, '@tég‘ity, or .

conﬂde{ﬂla ity of personal data

(o)
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._.~Conclusion
"
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In conclusion ‘,\\9
o
d C
* Notifications are mandatory only for a spactﬁl{fform of
confidentiality breach. )

\'4
« There are two kinds of notifica%op&e
* Notification to the data\m ject
* Notification to the

* These notification st be made within 72 hours of
knowledge of@ ﬁandatory data breach has occurred.

* Failure o‘r)nply with the notification requirement can lead to

(o
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Have questions? ‘h‘,\\%‘"

|
Contact us! \\l >

privacy.gov.ph ¢
facebook.com/privacy.gov.ph P‘\'
twitter.com/PrivacyPH «\o‘&
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